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ABSTRACT

IC chips are key enablers of densely networked smart society and need to be more compliant to security
and safety. The talk will start from Electromagnetic Compatibility (EMC) techniques of IC chips on the
safety side, toward EMC aware design, analysis and implementation. Then, the challenges will be
discussed about the deployment of such EMC techniques in the design of IC chips for the higher level
of hardware security. In detail, the talk will start with Silicon experiments on electromagnetic
susceptibility (noise immunity) and electromagnetic interference (noise emission) of IC chips in
automotive applications, covering on-chip/in-place noise measurement (OCM) and chip-package-
system board (CPS) simulation techniques. Then, the talk will evolve for side-channel leakage analysis
and resiliency by design in cryptographic IC chips.
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